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The Fine Line

From Wikipedia:

Risk Assessment: Risk assessment is the determination of quantitative or
qualitative value of risk related to a concrete situation and a recognized
threat.

Vulnerability Assessment: A vulnerability assessment is the process of
identifying, quantifying, and prioritizing (or ranking) the vulnerabilities in a
system.

Security Audit: A computer security audit is a manual or systematic
measurable technical assessment of a network, system or application.

Penetration Testing: is a method of evaluating the security of a computer
system or network by simulating an attack by a malicious user... The
process involves an active analysis of the system for any potential
vulnerabilities that may result from poor or improper system configuration,
known and/or unknown hardware or software flaws, or operational
weaknesses in process or technical countermeasures.
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Presenter
Presentation Notes
Now Trend knows that incorporating VA into their product is an essential proactive component of their product and a competitive advantage for the benefit of their customers, and our negotiations are progressing with more urgency.

Cisco has also recognized that their network IDS and their host-based IDS can be improved with VA – even after their acquisitions of Okena and Psionic.

And Symantec has determined that their security architecture must incorporate inline VA.  We are a defining partner of the SESA API, and the first and only VA company doing this. 






Six Categories of Risk

= Electronic = Privacy
(External / Internal) employee
Hacking, Sniffing customer data
Spoofing corporate data

= Malicious Code _
Viruses, Worms * DownTime
Java, ActiveX Dos attacks
Trojans Bugs

= Physical Power
Theft, Terminal hijack Civil Unrest

= Human Natural Disasters

Social Engineering
Bad Eggs, Sticky-note
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Impact of Vulnerabilities

average annual loss reported by U.S. companies in the 2007 CSI Computer Crime and
Security Survey more than doubled, from $168,000 in last year's report to $350,424 in this

year's survey [newmedia.org]
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http://www.sdsc.edu/srb

Source: ©2002-2008 The SANS™ Institute, http://www.sans.org/top20/ &e\‘\‘

SANS Top 20 Vulnerabilities - UPDATE

= Windows
W1. Windows Services

W2. Internet Explorer
W3. Windows Libraries

W4. Microsoft Office and Outlook
Express

WS5. Windows Configuration
Weaknesses

= Networking
N1. Cisco I0S and non-IOS Products

N2. Juniper, CheckPoint and Symantec
Products

N3. Cisco Devices Configuration
Weaknesses

= UNIX

U1l.
u2.

UNIX Configuration Weaknesses
Mac OS X

= Cross-Platform

C1.
C2.
Cs3.
C4.
C5.
C6.
C7.
C8.
Co9.

Backup Software

Anti-virus Software
PHP-based Applications
Database Software

File Sharing Applications

DNS Software

Media Players

Instant Messaging Applications
Mozilla and Firefox Browsers

C10. Other Cross-platform Applications
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What To Asse

Traditionally....

Computer Detailed Status Report

WUSUS1 ad mydomain com

£ windows Server

Update Services 3.0

Dperating System Windon: Seiver 2003 Standzd Ediion
Senice Pack: 2

Language: enlis

1P fudrass: 1921€8.1.20

Last Statuz Reported: /2472002 B1EFM

) Status Summary for WUSUS1.ad.mydomain.com

M G updstes faled to install
1 23 updates have nol been installed

[ 0 updates have urknown status

Update Detailed Status Report

I 1020 updates have besninsalled o are not appicable

Repoit Dptions

Title Classification Approval Status
Secuily Update for Microzalt Secuily Updstes Istall Failed
Secuily Update for Miciozolt Secuily Updstes Irestall Failed
Secuily Update for Miciosalt _ Secuily Updales Trustall Failed
Secuily Update for Micrasaft Secuily Updates Install Failed
Secuily Update for Micrasalt Secuiily Updates Install Failed
Secuity Update for Office 2002 Secwity Updates Install Failed
Update lor Microsol Office Crilical Updates Nol approved Not Installed
Update fox Microsoit Difice Crllical Updates Nol appravad Not Insialed
Update for Outlook 2003 Critical Updates: Mot approved Not Irstalled
Update foe Duitlook 2003 Junk £+ Crilical Updates Not approved Not Installed
Update for Windows Server 2003 Critical Updates Mot approved Not Installed
Group Polcy Preference Clhert Fealuse Packs Naot approved Nat Installed
Secuity Updaie for Microsalt Secuily Updstes Nat approved Not Installed
Secuiily Update for Miciosoft Secuily Updates Nat approved Naot Installed
S ecuity Update for Micrasalt Secuily Updates Not approved Not Irstalled
Secuily Update for Micrasoft Secuity Updates Naol approved Noat Irstalled
Secuily Update for Microsoft Secuily Updates Mot approved Not Installed
Secuity Update for Office 2003 Secuity Updztes Not approved Not Installed
Secuily Update for Windows Secuily Updstes Mot approved Nat Installed
Office 2003 Senace Pack 3[SP3] Service Packs Hot approved Not Installed
Cumddative Secuily Update for - Update Rolups: Naol approved Not Installed
Update for WWindows Sesver 2003 Update Aolups Mot approved Not Installed
[\wfindows Internet Explores 7 for  Update Rolups Not approved Not Installed
[\indows b alicious Software Update Rolups Mot approved Not Installed
[windows Malicous Soitware: Updste Rolups Mot approved Not Installed
[windows Malicous Software: Update Ralups Nat approved Not Installed
Microsoft NET Framework 2.0:  Updates Not approved Not Installed
[Miciosolt NET Framewark 3.0:  Updates Nol approved Nal Installed
Remota Deskicp Connection Updates Mot approved Not Installed

& Microsoft Baseline Security Analyzer 2

A

Baseline Security Analyze

View security report

Sott Order: | Score {wore fist) ¥

indows Scan Restts

Administrative Vulnerabilities

Pasaword ‘Some user accounts {2 of 6} have non-expining passwords.
Expirsion What was scanned  Resut detals How to comeet this

Incomplete  No incomplete software update instaliations were found
Updates What was scanned How to correct this

Local Account  Some user accounts {1 of 6) have blank or smple passwords, or could not be analyzed
Password Test What was scanned  Result detals

Autclogon Autologon is not corfigured on this computer.
What was scanned

Restrict Computer is properly resticting anonymous access.
Anomymous it was scanned

Additional System Information

* Audiing Logon Succass and Logon Falure audting are both enabled
WWhat was scanned

@ Shares 4 shares) are present on your computer.
What was scanned  Resut detals How to comeet this

Feport Typs: Delailed Feport
Classficahons: Any classification

Froducts: Any product

Competer Groups: User selected computers
Status: Hezded, Failed

Dcvrstream Servers: Al replica downsheam servers

Fepait Data Collected: 9/25/2008 923 AM

Sever wsed for reporling data: WUSUS1

Crrele
IP360

Technical Analysis  Thu November 30, 2006

Vulnerabilities

Vulnerability

# of Ports  Score

Apache Web Server Remote |Pv6 Buffer Overflow Vulnerabi CVE-2004-0736

Multiple Vender Sun RPC LibC TCP Time-Out Denial OF 5 CWE-2002-1265

Pertmapper RPC enumeration

System Process List Available via SNMP

Sun XDR Library Availabla

(CVE-2003-0028

Applications

Service Application

HTTP Apache 2047 HTTP

HTTP HTTP Server

HTTP |BM HTTP Server

HTTPS CGl Web Applications

HTTPS SSL Library Implementation

HTTPS S5Lv3

MNetwork Time Protocol NTP daemon va.x (XNTP)

SNMP AIX 5.x SNMP

Sun RPC service over TCP nlockmgr 100021 (TCP) 32773
Sun RPC service over UDP nlockmgr 100021 (UDP! 32707
Sun RPC service over UDP rpe.bind 100000 (UDP) 111
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We worry about...
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% What about Software....

; 5
~ OpenOffice At ||||||||‘
- g smeneor Shockwave’
e Player

TEOMT P e
% Internet Information Services
Shortout
2KB
WehSphere ‘
APACHE Tivoli Software
:E)Jabher L'*Edm' _ ol Global User Group Community
Golo/"lyPC

Access Your PC
from Anywhere.”

-

ELOLOFUSION
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General - Microsoft Outlook r

Type a question for help -

: end/Receive | _'O.XQFi_nd ) ‘ [ Type acontactbofind - | @ @ !

O R H O W A Favorite Folders Arranged By: Date | Mewest on tap
Lj Inbox (300

i File

Mew -~ 3 % | g Reply (-4 Reply to All 15 Forward | L
53 =R @

Edit Wiew Go Tools Actions Help

[TechRepublic] Analyze network traffic with tcpdump
TechRepublic Daily Digest [newslsttersi@iechrepublic online.com)]

L3 Unread Mail (33} = Today
| For Follow Lp (5 Citrix Coffee Break 7iS5AM
L= Sent Items Join the Talk - Moving Bevond Load Ba... To: Fuller, Kevin R,
Al Mail Folders (=4 TechRepublic Daily Digest 1:11 &M
2 Lj Inbox (30) B [TechRepublic] 10 ways to survive offi.,. September 30, 2008

3 Change Contral i
3 General = Yesterday

TechRepublic Daily Digest

= [ Projects = APC Tue §i49 AM
[ Active Direck Inside: 3 chances 2 WIN 1 WiFi Finder!
Incldent. Han B Paul Dittmer Tue 8:05AM ..
PG Project Are You Prepared for SCL Injection 2,07
1 Secure email =

(=4 TechRepublic Mews & Special Offers T

| Security Issu
[ Registration On-demand Webcasts: Ready when v

Trouble viewing this mail? Read it online | Manage my newslatters

Welcome: Kevin

Bl

Update my profile | Unsubscribe from this mail

Analyze network traffic with tcpdump

[ Syslog
[ Telephane
& [ Training Tepdump may not have a slick frontend like other packet analyzers such a:
[ Webcasts Ettercap, but this command line tool makes up for its lack of fancy graphic
[ WTC = flexibility. In this IT Dojo video, Bill Detwiler shows you why tcpdump is gres
L_a Junk E-mail debugging and security monitoring.
(.3 outbox
E quarantine P ~ Subscribe to the IT Dojo RSS feed.

d Mail
E Calendar
;s_EJ Contacts

Sponsor=d

A

Save time, y & p by eliminating r ies from ¢
View TechRepublic’s Webcast to get expert tips and advice on defendin
internal security threats that are introduced every day by your own end

Tasks

Tips and tricks

£

Sl

6 [kems @ Onling

‘4 start
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The result could be.....

CounterSnipe
Console
Dashboard

| Device Groups

Devices
|Risk Database
Signatures
Classifications

| Alert Handling

Analysis

Hosts

Events
Incidents

Classifications

Change all actions to..,

il

drop

disable

dizable

alert

dizable

activate

dizable

alert

sdrop

alert

dizable

dizable

disable

disable

disable

disable

disable

disable

disable
disable

Aizzhla
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14 B4 B4 £9 BF £3 B4 B4 B B9 B4 £Y E9 B9 B4 B B B4 B4 EY EY B9 B3

File Edit View Search Sort Actions Help

>
LR vy |

HES
IIlIMMMM

&
!
i
I
|
|
i_

=

W || 4 | [] > D[ )

All Seen All Not Seen Seen Not Seen Next Delete
Seen | Severity | Attacker | Attack Summary DateTime |
1] Failed su attermpts MonQct17 215224 2005 | a
Stant of a Successiul Login session Tue Qct18 03:27:41 2005 [
End of a Login session Tue Oct18 03:29:31 2005 r

Wit=31337, 0id=20,pid=4127,... Filesystern modification or potential modific.. Tue Oct 18 11:19:08 2005

— Worldwritable fle created

s uid=0,git=3,pid=5241,ppid=3... Non-owned file being modified Tue Oct 18 20:03:49 2005
2 uid=0,gid=3,pld=5260,ppid=3... Mon-owned file being modified Tue Qct18 20:06:48 2005
2 Uid=0,gid=3 pid=5268,ppid=3... Non-owned file being modified Tue Oct18 20:07:33 2005
2 Uid=0,gid=3,pld=5271,ppid=3... Non-owned file being modified Tue Oct18 20:08:43 2005

5 v
4 i [#]

Attacker: uid=0,gid=3,pid=5241 ppid=3023 Aftacked: yogi (15.106.72.208)

Details: Lser running with effective uid 0 and real uid 0 created the file (and overwrote any existing file) named ftmpfnon_1 (t‘y'[:]8=i

Kl i ]

[*] i
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ok,

Industry Direction: Proactive
Reactive Proactive

Detect Create/Modify Policy

Defend

Assessment

Management Management
IDS VA
Firewall Remediation
Policy

Respond Anti-Virus

Implement
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Presenter
Presentation Notes
A lot of today’s press talks about moving to a proactive security stance.  Currently, reactive and passive defense mechanisms  like anti-virus, IDS, and firewalls help, but there is no overall process that ties them together.  It’s like trying to guard the 2+ thousand-mile border between the US and Canada with a couple of guards (substitute an appropriate international example here).  If instead, you could put up a high fence from one end of the border to the other, your line of defense would start at a higher level.

Vulnerability assessment is the key to a proactive defense policy.  Knowing your vulnerability profile at any time enables you to optimize the configuration of other security devices, reduce the number and frequency of false alarms and reduce base susceptibility to viruses, worms and other forms of malicious code.

Then you can focus on adjusting policy as needed to adapt to external threats, and continue the cycle of assessment, remediation and adjustment.


Vulnerablility Assessment: What's the Value??

1. Add Value to Risk 2. Assessing Vulnerabilities
— A CIO could run a complete scan in a * Geta “hacker’s eye view” of network
matter of hours with a VA product.
—  This to determine the critical »  Once you get a report, establish
issues reporting processes.

— Quarantine / Scrubbing of

suspicious IP devices  Conduct regression testing

B Qggygﬁt%ago}gglg/zl{%glemlounts of *  Check for any vulnerability issues that

— Automatically generate a report might have arisen from updates.

—  Prioritize data

— Allow decisions to be made on
actions

— Once a baseline is established,
segment the network into areas of
criticality.
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Continuous Network Security

= Security Testing Is essential

BER
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Develop policies

Build security infrastructure
Establish security baseline
Assess risks

|dentify threats and vulnérabilités
Remediate

Assess again...

Reuvisit Security Policy

Secure

&

Security
Policy

Foa="

Monitor



Presenter
Presentation Notes
I’ve seen the network security wheel in many presentations recently – all the propeller heads talk about the security cycle – it makes a great graphic on PowerPoint.  That’s not the issue…

What’s important is to have a baseline analysis.  A baseline enables the development of a security infrastructure and policy for which continuous in-line VA serves as the core. It is most important and basic to discover the risk profile of the network – there are vulnerabilities in everything! – and develop an ongoing remediation strategy that is at least a monthly process.  Then the baseline analysis can be reviewed every six months to a year, and adjustments made to the policy.


How to Assess Vulnerabilities

0 Low Tech

— Review Policy

— Interview

— Document Review
— Review in Action

=  High Tech

— Use Vulnerability Scanning Tools
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C A canon



Vulnerability Scanner Evolution

= 1st Generation: Hacker’s tools
Mostly open source, underground: Cheops, NMAP, Satan...

= 2nd Generation: Automatization of hacker’s tools
Focus on scripted attacks: Test Cases
Packages: ISS, NAI, Nessus, Symantec ...
ASP’s: Qualys, Foundstone, Intranode

DeBonment and performance issues (point-in-time, segment-
ased, unrelated reports)

= 3rd Generation: Network-based scanners, infrastructure testing
heritage

Focus on distributed architecture: centralized supervision of
global network security testing

Live update of vulnerability signatures B istibuted Arcitecture

Automation @
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Presenter
Presentation Notes
[Talk to points on slide here].

mailto:nizar@ccse.kfupm.edu.sa

Try
6 MNeXprose vt
MNow! L

Vulnerability Scanners INTEGRITY
- Categories ) Mu Security’
— Software ‘ %,
— Open Source: Saint, SCAP " G
— Commercial/Closed Source: ISS, Nessus INTERNET
— Appliance: NCircle eEye Digital Security® 25%;;
— Software as a Service: Qualys PR i
= Types @macunetix GFLANguord g f
General ',
Web based ~N'5@FT @ QUALYS" § nessus

—  Code Analysis: Devinspect,

—  Web Site/Application Analysis: Weblnspect,
...App Detective

SATAH

A real smorgasbord of products!!! w1 C 1T C le”

K Ezseline Security Analyzer
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How do Vulnerability Scanners work???

= They utilize:
— Known repositories of vulnerabilities

Open Source Vulnerability Database (OVDB)
Common Vulnerability Exposures (CVE)
National Vulnerability Database (NVD)

— Known information on vender patches

— Results from security research
i They look for:
Version information/date stamps on particular files and folders
— Presence of vulnerable code syntax in files and applications
— Open TCP/IP Ports
— Configuration settings
— Registry settings (Windows)
2277
: Thelr output:
— Report on scan targets
— Identified vulnerabilities
— Generic risk rating based on severity or a description (usually)
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Scanner Deployment Models

= Stand Alone Single Computer
— Scanning software installed

— Scan local computer

= Single Node Network Scan
— Software or single appliance

- Scan all connected networks

= Distributed Scanning Architecture
— Central Management Platform

— Full Integration with Directory Services Like Active Directory
— Role based access

— Central Scan Database
— Remotely Deployed Scanning Engines

— Accept scan requests from management node
— Do the scanning

— Forward scan results to management node
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% Distributed Architecture

Parallel scan of multiple networks

.‘ I —~ I|.| —
Console—— Remote
1=y Scanning " a
/ @ o Engine @ =
I Subnet C
. — I8 ' )
| I Subvret D
Remote Remote W
Scanning Scanning
Engine Engine <&

Benefits:

Parallel tasks = Performance
Local view of all network segments
Global report on the entire network
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Distributed Architecture

VIGILANTe
Test Cases DB

B

Cve.mifre. ong

BER
C A canon


Presenter
Presentation Notes
Today’s distributed architecture, delivered by SecureScan from VIGILANTe, facilitates world-wide deployment with more localized management.


Vulnerability Scanner Output

= High end charts and graphs
= Detailed breakout of vulnerabilities

0
Categony |

Category |

Calegoy

Caalugory I

Categery I

Celugry IV

Sile N

Customer
Custormer [
Zustomer C

Cuatomer D

Category |l|

Category [V

Sear Type Host Opar Mot a Fincing  MotAcplil 'd
ometnes <blanks |20 5 1
Haincn [k fe | == Nol s Finding Vulnerability Reduction Ovar Time
kil 2 w0 Mot Revigwed
INencus il 0 = Mot Applicable
hes=us n f - Upen
| 207
hessus 1 |0
hessus a o
Neazus o 0 104
Nessus 101012.1..|3 o 0 —
> = 1l
Messus 10707272 |12 o 0 ’
Enclave blank £ 46 12 o i » -
=
T T T T
# 1 " v ] E saalOs
£ i s ¥ I
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Selling It to Management

= Small words, big pictures

— Pictures DO speak louder than words

— Graphics are more memorable than words
= Business-based graphs

— OSSTMM RAV-based graphs are ideal
= Be concise

— Senior management doesn’t like marketing fluff

— Talking too technical can also have a negative effect
= Try to talk in Dollars and Cents

— Profit and loss amounts can make a big impact

— Inverse ROI (Return on Investment)

— www.mcafee.com/us/enterprise/products/tools/ad/roi/index.html
— www.spamwash.com/roi_calculator.htm
— www.cleanmessage.com/roi/cost_analysis_virus.asp
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Vulnerability Trends

Less focus on Operating Systems

More vulnerabilities in:
— Applications

— Browsers
— Web Applications

More interest in
— Mobile devices

Faster discovery of vulnerabilities
More zero day vulnerabilities
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Presenter
Presentation Notes
Reference CERT paper “Overview of Attack Trends,” http://www.isalliance.org/resources/papers/attack_trends.pdf








ok,

The Future of Vulnerablility Scanners

= More integration of general and web vulnerability scanners

= More integration with penetration testing tools
— Core Impact
— Import most vulnerability scanner output
— Launch exploitation attacks against found vulnerabilities
— True rating of vulnerability risk
= Or... Integrate penetration testing into vulnerability scanner

— All ready possible to a limited degree in some products
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= http://www.wired.com

= http://www.infoworld.com

= http://www.computerworld.com

= http://www.infosecuritymag.com

= http://www.zdnet.com

= http://enterprisesecurity.symantec.com
= http://www.cert.org

= http://www.sans.org
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= http://www.fcw.com
http://www.govtech.com
http://www.nipc.gov
http://www.fedcirc.gov
http://www.ciac.org
http://www.infosecnews.com
= http://scmagazine.com

= http://www.v-one.com
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% Kevin Mitnick

= “People are the weakest link when it comes to security,
and an important question to ask yourself is not if, but
when, your e-business is going to be targeted."
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ok,

Questions???
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